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Important
All dates and features mentioned in this document are estimations based on our current 
roadmap and may be subject to change without prior notice, in alignment with Seguraʼs 
strategic priorities.



NowN
ex

t 6
 m

on
th

s



New PAM APIs version
A high-performance engine for massive scalability and global 
schema standardization, streamlining integrations across the 
entire product suite.

Key benefits

High Performance & Scalability 
New engine to handle massive request 
volumes with superior stability for global 
enterprises.

Faster Integration Time-to-Value)
Standardized global schemas simplify 
development, drastically reducing the time 
required to build and maintain custom 
automations.

Operational Resilience 
Increased reliability for mission-critical 
processes, ensuring that automated tasks 
perform consistently under heavy load.

Unified Developer Experience
A consistent API interface across the entire 
product suite, lowering the learning curve for 
partners and clients.

PAM endpoints
New API endpoints for full credentials, 
device, access policies management.

A2A



Full Kerberos Authentication
Transitioning from legacy NTLM to Kerberos across the entire 
platform, elevating authentication standards to mitigate modern 
security vulnerabilities and ensure enterprise-grade 
communication security.

Key benefits

Enhanced Security Posture 
Replaces outdated authentication with 
Kerberos, providing a significantly more 
robust and encrypted mechanism.

Credential Theft Prevention 
Drastically reduces the risk of 
"Pass-the-Hash" and NTLM relay attacks, 
protecting critical business credentials.

Regulatory Compliance 
Meets the strict authentication requirements 
of global security frameworks and audits 
(e.g., NIST, SOC2, and ISO 27001.

Optimized Enterprise Integration
Ensures seamless and more reliable 
connectivity within modern, secured 
corporate networks.

PLATFORM
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By integrating PAM orchestration with CIEM intelligence, 
Segura® ensures that sensitive cloud permissions exist only 
during an active, approved session, effectively eliminating the 
risk of "always-on" accounts.

JIT Cloud Key benefits

Drastic Attack Surface Reduction
Removes the target for attackers by ensuring 
no "standing" high-privilege credentials exist 
in the cloud.

Least Privilege Enforcement
Guarantees that users have exactly what 
they need, for exactly as long as they need it.

Simplified Multi-Cloud Operations
Reduces administrative overhead by 
centralizing cloud access policies within the 
Segura® platform.

Regulatory Compliance
Meets strict requirements SOC2, ISO 27001 
for monitoring and controlling administrative 
access to infrastructure.

PAM  CIEM



By introducing smarter access policies, we enable organizations 
to achieve maximum protection with a minimal number of 
policies, reducing administrative overhead and increasing 
security agility.

EPM Smart Policies Key benefits

Reduced Administrative Complexity 
Achieve "More with Less": manage your 
entire fleet of Windows devices with a 
significantly smaller and more manageable 
set of policies.

Dynamic & Contextual Protection 
Privileges are automatically adjusted based 
on groups, ensuring that the right person has 
the right access at the right time.

Enhanced Endpoint Performance 
A leaner policy engine means faster 
evaluation of permissions on the endpoint, 
providing a smoother experience for the 
end-user.

Scalable Security Operations 
Designed for large-scale enterprise 
environments where manual policy 
management is no longer sustainable.

EPM



Domum Vendor Portal
Self-service portal in Segura® Remote PAM Domum where 
vendors, MSPs, and auditors register, authenticate with MFA, 
and request access to admin-published resources.

Key benefits

Familiar, self-service access
No VPN, no manual provisioning. Vendors 
register and request access directly from the 
portal.

Only what's approved, nothing else
Third parties see just the resources their 
organization is eligible for — no clutter, no 
excess exposure.

Clear request status
Vendors track approval in real time and get a 
session-specific link the moment access is 
granted.

Scalability — decentralized management
Each vendor organization manages its own 
access lifecycle, so the central admin isn't a 
bottleneck as the number of vendors grows.

Optional ticket linking
Vendors can attach an external ITSM ticket 
to a request for their own traceability — no 
extra validation required.

DOMUM
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From legacy on-premises servers to modern cloud workloads, 
Discovery 2.0 eliminates blind spots and ensures that no 
privileged account remains unmanaged.

Next-Gen Asset Discovery Key benefits

Elimination of Shadow IT 
Automatically identifies unmanaged devices 
and accounts across your environment, 
bringing them under centralized governance 
immediately.

Enterprise-Wide Scalability 
Redesigned to handle the complexity of 
global, multi-continental networks without 
performance degradation.

Reduced Operational Risk 
Full visibility of the attack surface allows 
security teams to proactively manage risks 
before they are exploited.

Accelerated Time-to-Governance 
Faster scanning and automated onboarding 
workflows mean new assets are secured in 
minutes, not days.

DISCOVERY



Domum Proxy Support
Allows users to leverage their preferred local tools—such as 
RDP and Terminal emulators—to establish secure, audited 
sessions without changing their existing workflows.

Key benefits

Superior User Adoption 
Eliminates the learning curve by allowing 
technical teams to work with the tools they 
already know and trust.

Optimized Operational Speed 
Native clients often provide better 
responsiveness and feature support (like 
multi-monitor or local peripheral redirection) 
compared to web-based sessions.

Frictionless Security 
Security becomes "invisible" to the 
end-user, who connects natively while the 
platform handles authentication, 
authorization, and recording.

Versatile Third-Party Access 
Ideal for vendors and partners who require 
specific local tools to perform maintenance, 
ensuring they remain within a secure and 
monitored perimeter.

DOMUM



     

Segura® is a comprehensive identity security platform that gives your 
organization everything it needs to control privileged access and protect 
digital identities—quickly, easily, and securely. Globally recognized by 
Gartner, KuppingerCole, and Frost & Sullivan, Segura® stands out for its 
innovation, reliability, and exceptional customer experience. 
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